
MARKET DISRUPTOR

REPORT SUMMARY

NoviFlow offers advanced network edge technologies and solutions to deliver scalable network security, simplify and
empower the network/cloud edge, meet 5G expectations, and achieve advancements in network performance, cost, and
agility.

WHAT MAKES THE COMPANY A DISRUPTOR

NoviFlow’s unique technologies deliver advancements in network performance, cybersecurity, scalability, cost, and
agility to reduce the increasing complexity of the network/cloud edge and deliver services such as cybersecurity and
5G. NoviFlow’s programmable match-action pipelines deliver terabit-level switching, a programmable SDN
infrastructure, and a platform for advanced cybersecurity and low-latency applications. NoviFlow’s technologies
support service provider, enterprise, data center, and edge (MEC) solutions. 

NoviFlow’s portfolio is comprised of four pillars: 

NoviWare network operating system (NOS) delivers OpenFlow-compliant switching capabilities (L2 - L7)
and, through SDN, provides flexibility and centralized control to meet network demands. NoviWare is
compliant with OpenFlow and gRPC, and it is the first to deliver P4-Runtime.
WhiteBox 2000 and 5000 series, Ethernet switches  deliver up to 400 Gbps/6.5 Tbps with the Mellanox
EZchip NP-5/Barefoot Tofino and support multiple white box vendors (e.g. Stordis, EdgeCore, Foxconn).
NoviFlow applications and middleware  provide a foundation for advanced applications such as
cybersecurity, virtual network firewalls and gateways, and carrier-grade NAT. Primary applications include the
CyberMapper Security Load Balancer, currently deployed and integrated into multiple partner solutions and
deployed in multiple networks.
NoviFlow’s industry visibility  in cybersecurity, open software venues, and partnerships garners further
deployments and builds momentum, given superior price/performance and flexibility.
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Geographic
Reach

NoviFlow’s customer base includes CSPs, many with multiple points of presence and offering
global services, as well as large national service providers, international digital enterprises, and
government organizations.

Key Products Forwarding Plane Solutions
• NoviWare Network Operating System: Provides a high-performance operating system which
forms a scalable software platform for OpenFlow, gRPC, and the emerging P4-Runtime. 
• WhiteBox 5000 Series: NoviFlow offers the NoviWare NOS for the Barefoot Tofino chipset,
supporting up to 6.5 Tbps of throughput, suitable for large network deployments and a platform
for advanced applications like security. NoviFlow supports multiple white box platforms (e.g.,
Stordis, TradeDX, others). 
• NoviSwitch 200 Series: Leverages the Mellanox EZchip NP-5 processor, offering up to 400 Gbps
throughput, up to 1 million flow rules for wildcard matches, and up to 6 million flow rules for exact
matches to support sophisticated traffic management applications. 
• NoviConnect: Offers a complete line of high-performance and cost-effective SFP transceiver
modules to address 1 Gbps to 100 Gbps fiber and copper operator connectivity needs. 

NoviFlow Application Platforms
• CyberMapper: NoviFlow’s SDN security load balancer dynamically scales cybersecurity services
and virtualized network functions into the terabit scale. Applications include load balancing, packet
brokering, and telemetry directly in the network fabric.
• CGNMapper Option: NoviFlow’s solution for scaling carrier-grade NAT tools. It incorporates a
packet processing pipeline architecture optimized specifically to enable multi-terabit scaling of CG-
NAT traffic utilizing commercial CGNAT tool farms and support for CPE private IP-to-public IP
mapping. 
• Partner Applications: NoviFlow partner applications include cybersecurity, BNG, DC cross-
connect/inter-connect/cloud-connect, SD-CORE, and traffic classification. 

Services and Training
• NoviFlow Professional Services: NoviFlow’s professional services accelerate design and
implementation. NoviFlow offers a course to provide hands-on experience with key SDN tools,
techniques, and problem solving methodologies, as well as two levels of certification. NoviFlow’s
professional services helps to improve the technology selection process and the application design
process, as well as to accelerating the programming cycle.
• NoviFlow Technical Training: NoviFlow's Core OpenFlow technical training is focused on setting
up, managing, and leveraging the capabilities of its high-performance SDN switches.

Momentum • Launched the first commercial SDN operating system for use with Barefoot’s Tofino P4 processor,
for network operators, hyper-scalers, and enterprises. 
• Established a strong strategic partnership with Intel for close integration with x86 and its
pipeline architecture. 
• Partnered with Fortinet to deliver an SDN-optimized CG-NAT solution. 
• Partnered with Lumina Networks to deliver an intent-based multi-domain SD-CORE solution. 
• Partnered with netElastic to launch a disaggregated vBNG product for network carriers. 
• Received the 2017 MEF award for best multi-vendor networking software.

GO-TO-MARKET STRATEGIES

• Establish Strategic Partnerships:  Strategic partnerships include Intel, which now owns the Tofino chip set, as



well as white box providers and multiple VNF suppliers (such as Lumina) that integrate NoviFlow solutions into their
next-generation network products and capabilities.

• Focus on Cyber Security:  NoviFlow’s CyberMapper platform is positioned as a fabric that partners can expand to
offer advanced security services. Cybersecurity providers including Fortinet, Radware, and Adaptive Mobile have
integrated and expanded CyberMapper in their next-generation platforms.

• Evolution to SDN and Open Standards:NoviFlow provides an evolution path from current SDN to P4-based
networking with a three-phase approach to migrate to P4 and the Tofino platform, beginning with P4 over OpenFlow
and followed by P4-Runtime in NoviWare and ultimately a native P4 controller. NoviFlow has been a key contributor
to P4.org and OpenFlow initiatives.

• Provide SDN Manageable Solutions:  NoviWare offers a full SDN manageable network operating system with
open interfaces and a mature set of tools to enable large-scale deployment in carrier and other demanding network
environments; it also provides efficient integration to orchestration systems to accelerate adoption.

KEY CHALLENGES

• Broad Industry Adoption:  NoviFlow leverages innovative SDN techniques to solve networking problems
differently. The industry may require a significant level of exposure to the NoviFlow technologies to cross over to
mainstream deployments.

• AI Integration: NoviFlow’s programmable pipeline provides orchestration software, AI, and machine learning-
based analytics technologies a way to directly mitigate network fabric behavior. It will take time for security and
network solution vendors to design and develop solutions for a myriad of use cases. 

• Competition: Large Tier 1 networking vendors are developing next-generation programmable silicon with
embedded telemetry and cloud-native software to address 5G and cybersecurity issues.

ASSESSING THE MARKET LANDSCAPE

NoviFlow’s solutions transfer key stateless network functionality (e.g., filtering, load balancing, packet brokerage,
latency monitoring, etc.) away from servers and directly onto the forwarding plane at the network/cloud edge. This
significantly reduces network complexity, optimizes security and tool farm utilization, reduces traffic latency, and
eliminates the need for physical devices (load balancers, TAPs, etc.) that limit the scalability and multiply the costs of
virtualized solutions. NoviFlow disrupts the network market by leveraging innovative programmable forwarding plane
technology to make networks more responsive and scalable and to enable network assets to be software upgradable
and evolve with time as network demand and application needs change. 

A key benefit of this approach in the cybersecurity area is that it separates the network operations domain from the
network security domain, finally providing network security managers direct access to security services without their
actions being filtered and – more importantly – delayed by network operations. AI and ML-based analytics can be
employed to detect and mitigate cyber incursions in machine time, significantly reducing response times and
improving protection from DDoS-style attacks as well as attempts to disrupt, damage, or steal network assets. 

NoviFlow works with existing cybersecurity solutions by transparently accelerating throughput, reducing total
solution costs, and enabling scalability into the Tbps range.

RELATED GLOBALDATA RESEARCH



• “SDN and the Future of Networking”

• “WAN SDN Controller: Competitive Landscape Assessment“

• “Arista Courts Cloud Providers with the P4 Programmable Switch Family“

• “ONF’s CORD 4.1 Unifies R-Cord, E-Cord, and M-Cord – Now Much Easier to Consume”

• “SDN NFV World Congress 2018: Network Virtualization Is Mainstream – What’s Next?”

FINDING THE DISRUPTORS

GlobalData’s ‘Market Disruptor’ series of reports recognize up-and-coming vendors offering a new approach to the
market as identified by our analysts. The vendors chosen as ‘Market Disruptors’ share some or all of the following
characteristics: 

1) They challenge the status quo of an established industry segment. 
2) They are embracing innovative, new operating models. 
3) They are seeking to define and monetize an entirely new segment or revenue opportunity. 
4) They are looking to redefine the segment's value chain.
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