
 
 
 
 
 
 
 
 
 

NoviMapper Service Bus 
With Operational Monitoring Suite 

 
A new breed of security service fabric designed for 
the Service Provider Market 
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NoviMapper SB is a next-generation LAG-based service bus 
for CSPs with agile deployment of physical and virtual 
security services with low-latency and multi-Tbps speeds 
 
Cyber-attacks are increasing exponentially, forcing Telecom 
Operators (CSP) to invest more and more in hardware and 
software to defend their networks.  Consequently, CSPs 
cannot economically scale their cyber defense, making it a 
major challenge to protect existing revenues and even more so 
to pursue new services revenues. 

NoviMapper SB delivers a next-generation LAG-based 
programmable networking solution for deployment of services 
including physical and virtual security services with low-
latency and multi-Tbps speeds.  

NoviMapper SB reduces the number of expensive access 
router ports required to support multiple different service 
chains (policies) with up to 10 services each, while enabling 
sophisticated traffic steering to specific service chains, making 
it possible to independently scale each service according to 
actual traffic needs.   

A key capability of NoviMapper SB is that it enables security 
programming to be managed independently of the network 
forwarding. This hides security policies from the rest of the 
network, reducing the complexity of securing the network and 
making it both easier and faster to deploy new policies and 
services. 

NoviMapper SB supports up to 12.8 Tbps of aggregate 
throughput supporting interface speeds of 10G to 400G for 
maximum compatibility with existing network infrastructure. 
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Highlights 

Economically Scales Security 
Selects and forwards only the right 
traffic slices to the right services 
without disrupting destination-based 
forwarding. Acts as a low-cost port 
multiplier for expensive access router 
ports. 
 
Allows security programming 
to be managed independently 
of network forwarding 
Reduces complexity and enhances 
security responsiveness. 

 

Better service chaining and 
easier service insertion  
Can deploy both physical and virtual 
security services in multiple different 
service chains (policies) with up to 10 
services WITH sophisticated traffic 
steering to specific service chains and 
without affecting the access router. 

 

Multi-terabit throughput 
capacity with low latency 
Supports LAG w/ mBFD and interfaces  
from 10G to 400G with 800 ns latency 
through the switch. 

 

Enhanced Operational 
Monitoring 
Live analytics for the NoviMapper SB  
and a single pane of glass view for a  
fleet of NoviMapper SBs. 

Competitive Price Point 
leverage COTS hardware and flexible 
licensing options, with both perpetual 
or annual subscriptions available. 

Easy to Use 
with a shallow learning curve. This 
reduces ramp-up and deployment time 
as well as configuration and 
maintenance costs. 
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Use Case 1: Multi-Policy Service Bus 
NoviMapper SB supports multiple Service Chains  
each with up to ten services, enabling different traffic paths for 
different types of traffic. For example, three defined service chains: 
• Green: Most traffic goes to DDoS ONLY 
• Blue: Subset of traffic goes to both DDoS and FW 
• Red: An even smaller subset of traffic goes to DDoS, FW and 

IDPS 
Note that the FW, DDoS and IDPS services can now scale 
independently, saving costs and optimizing the usage of security 
resources. 

 
 

Use Case 2: Optimization of 
access router Ports 

NoviMapper SB acts as a low-cost 
port multiplier for expensive access 

router ports and Supports LAG w/ 
mBFD and interfaces from 10G to 

400G with 800 ns latency through 
the switch 

 
 

 
NoviMapper SB Operation Monitoring Suite 
NoviAnalytics for NoviMapper SB provides a single pane of glass to 
monitor your whole fleet of NoviMapper SBs allows operators to live 
monitor over 75 different hardware sensors, OS log files and 
application messages to fully understand the operational health of the 
NoviMapper SB. Troubleshooting a problem or performing preventative 
ensures a higher level of uptime. Information updates are real-time 
indicators of the overall health of the platform. If a sensor reports a 
fault or out of tolerance, live historical data with the key information 
needed for troubleshooting is available with two clicks 

 

Pipeline Visualizer for NoviMapper SB 
The operational benefits of NoviMapper SB’s multi-stage pipeline 

are greatly enhanced by the Pipeline Visualizer, a full 
representation of all stages in the pipeline offering end-to-end 
visibility from taps to tools. Monitor live traffic in the pipeline or 

scroll through a history to see the effects of configuration changes. 
Troubleshooting configuration errors has never been easier, saving 

you the most precious resource of all: time. 
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Service Chaining 
Build complex service chains 
with up to 10 different security 
services. 
 
L3 Transparent Mode 
Enables an LACP domain 
between a access router and the 
L3 device with the service bus as 
an invisible observer. 
 
Transparent Mode Watchers 
Ability to selectively extract and 
insert packets into the 
transparent LACP domain. 
 
Operational Visualization 
Visualizes end-to-end 
performance and operations of 
the system including monitoring 
of the entire hardware and 
software stack. 
 
Fleet Management 
All fleet status is aggregated to a 
single pain of glass to see the 
health of all NoviMapper SB 
devices in the network. When 
faults are detected, the 
dashboard allows you to drill 
down on the problem in 2 clicks. 

 

 

 

 
. 

 

 

NoviMapper SB Functions 
 

 
LAG service port switching 
Acts as a low-cost port 
multiplier for replacing 
expensive access router ports. 
 
Separates Management of 
Network and Security Domains 
Network and security policies 
can be managed independently 
– effectively hiding security 
policies from the network. 
 
Security Service Attachment 
Attach up to 10 security services 
to the service bus using LAG, 
with capacities from 10Gbps to 
multiple 400Gbps ports in the 
LAG. 
 
Filtering & Steering 
2 stage Filtering Pipeline for 
matching on L2-L4 packet flow 
selection and steering at every 
link in the service chain. 
 
Filter Stacking  
Build sophisticated filter rules to 
determine next hop in the 
service chain using priority-
based filters. 
 
Priority-based Filters 
Assign priorities to each filter to 
reduce the likelihood of a rule 
conflict. 
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Features & Benefits 

Features Benefits 

 
Hop-by-hop Classification Service Uses service LAG to 
switches ports via s/w in real-time using ultra-low-latency 
switching fabric 

• Reduce core network costs by optimizing the 
number of expensive access router ports needed 

• Reduces core traffic by keeping traffic flows 
between services in a service chain within the 
service bus fabric 

Programming for LAG-based insertion 
• Faster/easier/cheaper filter-based service insertion 

at the Network Edge accelerates time to revenue 
• Easy scaling of new and existing services to multi-

Tbps 
• Works with any security appliance that supports 

LACP 

 
Implements multiple service chains (policies) with 
up to 10 services 

 
• Makes it easy to extract the maximum 

value/performance from both existing and new 
services 

 
Insertion of the service bus between two routers (or an 
access router and a security service) without impacting 
the current LACP domain 

 
• Transparent deployment of service bus between two 

network routers or between a network access router 
and an existing firewall  

• One service can be exposed via L3 

 
Allows service programming to be managed 
independently of the network forwarding 

 
• Separates Management of Network and Security  
• Domains Reduces complexity and attack surface of the 

Network 
• Lowers OPEX 
• Reduces response time to attacks and troubleshooting  

 
Flexible and extensible software-based solution 

 
• Future proof: Network Edge resources can be 

repurposed and augmented via software 
upgrades 

 

 
Runs on white box switches from leading vendors 
including Lanner Electronics, Edgecore, UfiSpace, Foxconn 

 
• Eliminates expensive network appliances and h/w 

vendor lock-in 
• Reduces TCO (H/W, S/W and Ops) 

All information presented in this document is provided as is WITHOUT ANY WARRANTY, EXPRESS OR IMPLIED, and is subject to change without notice.  
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Ordering Information         
 
 

NoviMapper Service Bus on Tofino64Q 

Sourcing License Type Part Number Description 

NoviFlow Direct Perpetual license 800-001-005 NoviMapper Service Bus Perpetual RTU Software license for Barefoot 
Tofino-64-based switches (per switch) 

  200-100-100 NoviWare perpetual license for single Tofino-64 switch 
  100-001-101* WB-5164-E 64x100G white box switch (Tofino-64) AC 

Annual Support 
(1, 2, 3, 5 years available) 

517-100-005 NoviMapper Service Bus for Tofino-64 switch Software Support 
Services - 1 year per switch 

 501-100-100 NoviWare for Tofino-64Q (64x100G) white box switch Software 
Support and Upgrade Service - 1 year (per switch) 

 

NoviMapper Service Bus on Tofino2 

NoviFlow Direct Perpetual license 800-001-008 NoviMapper Service Bus Perpetual RTU Software license for Barefoot 
Tofino2-based switches (per switch) 

  200-100-121 NoviWare perpetual license for Intel Tofino2-based white box switch 
(32x400G) (per switch) 

  100-001-111* WB-6132-E (Tofino2) 32x400G 

Annual Support 
(1, 2, 3, 5 years available) 

517-100-008 NoviMapper Service Bus for Tofino2 switch Software Support Services 
- 1 year per switch 

 501-100-126 NoviWare for Intel Tofino2-based white box switch (32x400G) 
Software Support and Upgrade Service - 1 year (per switch) 

 

NoviMapper Service Bus on Tofino32Q 

NoviFlow Direct Perpetual license 800-001-006 NoviMapper Service Bus Perpetual RTU Software license for Barefoot 
Tofino-32Q-based switches (per switch) 

  200-100-106 NoviWare Software license for Intel Tofino32Q-based white box 
switch (32x100G) (per switch) 

  100-001-105* WB-5132-E (Tofino-32Q) 32x100G AC, front-to-back airflow 

Annual Support 
(1, 2, 3, 5 years available) 

517-100-006 NoviMapper Service Bus for Tofino-32Q switch Software Support 
Services - 1 year per switch 

 501-100-124 NoviWare for Intel Tofino32Q-based white box switch (32x100G) 
Software Support and Upgrade Service - 1 year (per switch) 

 

NoviMapper Service Bus on Lanner HTCA-6600 (Tofino32D) 

NoviFlow Direct Perpetual license 800-001-004 NoviMapper Service Bus Perpetual RTU Software license for Barefoot 
Tofino-32D-based switches (per switch) 

  200-100-116 NoviWare perpetual license for Lanner HTCA-6600 switch blade 
(Tofino-32D) 

  3rd Party Provided Lanner HTCA 6600 

Annual Support 
(1, 2, 3, 5 years available) 

517-100-001 NoviMapper Service Bus for Tofino-32D switch Software Support 
Services - 1 year per switch 

 501-100-116 NoviWare for Lanner HTCA switch blade (Tofino-32D) Software 
Support and Upgrade Service - 1 year (per switch) 

 

NoviMapper Service Bus on Tofino32D 
NoviFlow Direct Perpetual license 800-001-004 NoviMapper Service Bus Perpetual RTU Software license for Barefoot 

Tofino-32D-based switches (per switch) 
  200-100-104 NoviWare for 32x100G white box switch (Tofino-32D) 
  100-001-108* WB-5132-E (Tofino-32D) 32x100G AC 

Annual Support 

(1, 2, 3, 5 years available) 

517-100-001 NoviMapper Service Bus for Tofino-32D switch Software Support 
Services - 1 year per switch 

 501-100-104 NoviWare for Tofino-32D (32x100G) white box switch Software 
Support and Upgrade Service - 1 year (per switch) 

*Hardware sourced from 3rd Party suppliers.  All information presented in this document is provided as is WITHOUT ANY WARRANTY, EXPRESS OR IMPLIED, and is 
subject to change without notice.  
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NoviAnalytics for NoviMapper SB Ordering Information 
    

 

NoviAnalytics for NoviMapper Service Bus on Tofino64Q  
Sourcing License Type Part Number Description 

NoviFlow Direct Perpetual license 800-005-401 NoviAnalytics for NoviMapper Service Bus on Tofino64Q 
switch Perpetual Software Right to Use License Fee 

 Annual Support 
(1, 2, 3, 5 years 
available) 
 

517-100-005 NoviAnalytics for NoviMapper Service Bus on Tofino64Q 
switch Software Support Services - 1 year per switch 

NoviAnalytics for NoviMapper Service Bus on Tofino2  
NoviFlow Direct Perpetual license 800-005-402 NoviAnalytics for NoviMapper on Tofino2 switch Perpetual 

Software Right to Use License Fee 
 Annual Support 

(1, 2, 3, 5 years 
available) 

517-100-008 NoviAnalytics for NoviMapper on Tofino2 switch Software 
Support Services - 1 year per switch 

 
NoviAnalytics for NoviMapper Service Bus on Tofino32Q 
NoviFlow Direct Perpetual license 800-005-404 NoviAnalytics for NoviMapper Service Bus on Tofino32Q 

switch Perpetual Software Right to Use License Fee 
 Annual Support 

(1, 2, 3, 5 years 
available) 

517-100-006 NoviAnalytics for NoviMapper Service Bus on Tofino32Q 
switch Software Support Services - 1 year per switch 

 
NoviAnalytics for NoviMapper Service Bus on Lanner HTCA-6600 (Tofino32D) 
NoviFlow Direct Perpetual license 800-005-403 NoviAnalytics for NoviMapper Service Bus on Lanner HTCA 

6600 Perpetual Software Right to Use License Fee 
 Annual Support 

(1, 2, 3, 5 years 
available) 

516-100-004 NoviAnalytics for NoviMapper Service Bus on Lanner HTCA 
6600 Software Support Services - 1 year per switch 

 
NoviAnalytics for NoviMapper Service Bus on Tofino32D 
NoviFlow Direct Perpetual license 800-005-400 NoviAnalytics for NoviMapper Service Bus on Tofino32D 

switch Perpetual Software Right to Use License Fee 
 Annual Support 

(1, 2, 3, 5 years 
available) 

516-100-001 NoviAnalytics for NoviMapper Service Bus on Tofino32D 
switch Software Support Services - 1 year per switch 

 

Platform Requirements 
NoviFlow Software  CPU Memory Storage Software 

NoviMapper Service Bus  4 core CPU @ 2.1 GHz 4GB RAM 50 GB Ubuntu 20.04, Docker v19.03 or later,  
Docker-composer v 1.24 

NoviAnalytics for 
NoviMapper Service Bus 

 Min. 4 core CPU @ 2.1 
GHz (8 core recom.) 

Min. 4GB RAM  
(12GB recom.) 

Min. 50 GB 

(100GB recom.) 

Ubuntu 20.04, Docker v19.03 or later,  
Docker-composer v 1.24 

 
NoviFlow products are warranted according to the terms and conditions of the agreements under which they are provided. NoviFlow, the NoviFlow logo, noviflow.com, 

NoviWare, NoviAnalytics, NoviDashboard, NoviMapper SB, NoviMapper Service Bus and FlowAgent are trademarks of NoviFlow Inc. All other product names, company names 
and trademarks mentioned herein are the property of their respective owners. Document #DS2023-SB001-0   All information presented in this document is provided as is 

WITHOUT ANY WARRANTY, EXPRESS OR IMPLIED, and is subject to change without notice. Copyright © 2023, NoviFlow Inc. NoviFlow proprietary. 


